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A comprehensive solution to anti—-deception for single channel
ADS-B ground station

CHEN Qin, AN Qiang, LI Jiapeng, HUANG Xiao, MA Juncheng

(Sichuan Jiuzhou Air Traffic Control Technology Co. , Ltd. , Mianyang 621000, Sichuan, China)

Abstract; With the widespread application of ADS-B systems in the aviation industry, the security and anti—spoofing capabilities
have attracted much attention. However, ADS-B systems are susceptible to erroneous information and human interference, which
may lead to the emergence of false targets and pose potential threats to aviation safety. To address this issue, this study proposes a
comprehensive anti—spoofing solution based on a single channel ADS-B ground station. This scheme uses techniques such as ADS—
B broadcast timing pattern feature verification, amplitude distance verification, geometric matching verification, and multi - point
positioning verification to realize cross validation of ADS-B signals from different perspectives, in order to improve the reliability of
target verification. Through experimental verification and result analysis, it is demonstrated that this scheme can effectively eliminate
false targets, improve the reliability of real targets, and thus contribute to improving the safety and reliability of aviation systems.
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Fig. 1 Schematic diagram of ADS-B system operation
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Fig. 2 Overall process of single channel ADS-B anti—interference

and anti—deception ground station prototype
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Fig. 3 Local figure of flight speed
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Fig. 4 Root Mean Square Error of flight speed estimation
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Fig. 5 Flight path of the aircraft
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Fig. 6 Geometric position local correlation function of the aircraft
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