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Asymmetric pairing—based attribute—based encryption scheme in cloud healthcare
WANG Yan, WU Zhaoxia
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Abstract: With the rapid development of cloud medical technology, traditional paper medical records are gradually being replaced
by Electronic Health Records. Therefore, the secure and effective sharing of cloud medical data has become a key issue that urgently
needs to be solved. To solve this problem, an attribute—based searchable encryption scheme based on asymmetric pairing in cloud
healthcare is proposed. This scheme uses the access tree to construct the access policy, sets the attribute—based searchable encryption
with asymmetric pairing, and combines data encryption, keyword search and access policy to achieve fine—grained data search. By
introducing the version key into the attribute key and combining with the update mechanism of the version key, the synchronous
update of the key and ciphertext is achieved, thereby supporting the timely revocation of attributes. The encryption and decryption
computing tasks involving keywords and attributes are outsourced to the cloud server to reduce the computing burden of local
devices. Security analysis, performance analysis and experimental analysis show that this scheme has the characteristics of strong
security, low computational complexity and short running time, and can effectively achieve the secure sharing of cloud medical data
while protecting patients’ privacy.
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Table 3 Comparison of calculation cost
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Fig. 2 Computational overhead of the key generation stage, encryption stage, index generation stage and decryption stage
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