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Research on a trustworthy system for damage diagnosis in
storage layers based on blockchain

ZHU Kailong, FANG Ming, HAN Songliang, TIAN Menglu

(School of Computing, Xi'an Shiyou University, Xi'an 710065, China)

Abstract: During the drilling process, there are various factors involved in damage diagnosis in storage layers. The traditional
method of manually diagnosing damage in storage layers yields low credibility, and the platforms for storing diagnostic data are
susceptible to security risks such as data leakage. To address these issues, a system is proposed, which is a trustworthy system for
damage diagnosis in storage layers based on blockchain technology. In the process of diagnosing damage in storage layers,
blockchain is introduced to ensure the immutability and authenticity of collected data. Smart contracts are employed to automate and
reliably execute diagnostic results. The application results demonstrate that this system ensures the generation of immutable and
trustworthy traceable records for each diagnostic result, thereby enhancing the credibility of the diagnostic results.
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Fig. 1 Network architecture of the petroleum enterprise data management system
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Fig. 2 Reservoir data processing
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Fig. 4 Trustworthy case—based reasoning ( CBR) system for damage diagnosis in storage layers
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Fig. 5 Traceable electronic evidence artifacts
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